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566.1 Intro 28 7511 (NIST)

566.1 Intro 28 800-117 (NIST)

566.1 Intro 28 800-126 (NIST)

566.2 C.5 76 800-18 (NIST)

566.2 C.5 76 800-40 (NIST)

566.1 Intro 25 800-53 (NIST)

566.1 C.1 70 802.1x

566.2 C.6 102 9/11 Commission report

A
566.3 C.11 110 AAA

566.2 C.4 42 Access Auditor

566.5 C.16 15 Access Auditor (SCC)

566.4 C.12 7 access control (IP)

566.4 C.14 69 AccessEnum

566.4 C.14 71 AccessEnum

566.5 C.16 9 account (expiration)

566.5 C.16 18 account (expiration)

566.5 C.16 4 account (inactive)

566.5 C.16 8 account (inactive)

566.5 C.16 8 accounts (auditing)

566.5 C.16 8 accounts (inventory)

566.3 C.11 110 ACE/Server

566.4 C.14 64 ACL (data)

566.4 C.12 27 ACL (ingress/egress)

566.3 C.10 82 Acronis

566.1 Intro 36 ACSC (Australia)

566.1 Intro 34 Active Directory

566.1 C.1 77 Active Directory

566.2 C.4 42 Active Directory

566.2 C.5 62 Active Directory

566.2 C.5 68 Active Directory

566.4 C.14 70 Active Directory

566.1 C.1 68 active scanning

566.2 C.5 66 active scanning

566.2 C.6 83 activity (logging)

566.5 C.16 14 AD Audit Plus

566.5 C.16 15 AD Audit Plus

566.1 C.1 77 AD CS

566.4 C.15 89 ad hoc wifi

566.5 C.16 15 AD Reports

566.4 C.12 16 Adaptive Security 
Appliance

566.1 C.1 69 address (hardware)

566.1 C.1 69 address (network)

566.5 C.16 16 ADSI Queries

566.1 Intro 10 advanced persistent 
threat

566.4 C.15 95 AeroHive

566.4 C.15 90 AES encryption

566.4 C.15 90 AES-CCMP

566.4 C.13 35 air-gap

566.4 C.15 95 AirMagnet

566.4 C.15 95 AirPatrol

566.4 C.15 94 AirPCap

566.4 C.15 95 AirPCap

566.4 C.15 86 AirPwn

566.4 C.15 95 AirTight

566.4 C.15 105 AirWave Rapid

566.5 C.18 59 Akamai Kona

566.1 C.1 74 alerting system

566.3 C.11 99 AlgoSec

566.1 C.1 78 AlienVault

566.2 C.6 94 AlienVault

566.3 C.10 83 Amanda

566.2 C.6 103 analysis (events)

566.2 C.6 104 anomaly (report)

�  of �1 29



566.5 C.16 10 anomaly (report)

566.5 C.19 79 anomaly (report)

566.1 C.2 111 anti-virus

566.3 C.8 43 anti-virus

566.3 C.8 47 anti-virus

566.4 C.12 16 AOL

566.1 C.2 93 Apple

566.1 C.1 85 application (auditing)

566.1 C.2 96 application (segregation)

566.1 C.2 96 application (whitelisting)

566.1 L.2 5-6 application control 
policies

566.3 C.9 56 application firewall

566.1 L.2 5-12 application identity 
(Windows service)

566.5 C.18 59 Application Security 
Manager

566.1 C.2 104 AppLocker

566.1 L.2 5-1 AppLocker

566.5 C.18 58 AppScan

566.5 C.18 59 AppScan

566.1 Intro 10 APT

566.4 C.14 61 APT1 Recon Batch Script

566.5 C.19 85 Archer eGRC

566.5 fin 120 Archer eGRC

566.2 C.6 94 Arcsight

566.3 C.10 83 Areca

566.1 Intro 29 ARF (vulnerabilities)

566.1 C.1 66 Armitage

566.5 C.20 105 Armitage

566.1 C.1 73 ARP cache

566.5 C.16 5 ARP cache

566.2 C.6 105 ARP spoofing

566.5 C.16 5 ARP spoofing

566.1 C.1 77 Aruba

566.4 C.12 16 ASA (Cisco)

566.3 C.8 34 ASLR

566.5 C.17 31 assessment (skills)

566.1 Intro 57 assessment (technical)

566.1 Intro 51 assessment (tool)

566.1 L.aud 3-1 assessment (tool)

566.1 C.1 65 asset inventory

566.3 C.9 55 asset inventory

566.3 C.10 79 asset inventory

566.1 C.1 69 asset owner

566.1 C.2 112 asset owner

566.1 Intro 26 assurance

566.1 Intro 47 assurance

566.3 C.11 99 Athena Security

566.1 Intro 10 ATT&CK (Mitre)

566.3 C.7 9 attachments (screening)

566.5 C.16 8 audit (accounts)

566.1 C.1 85 audit (application)

566.3 C.9 60 audit (application)

566.2 C.6 106 audit (checklist)

566.3 C.11 98 audit (configuration)

566.2 C.6 83 audit (logging)

566.4 C.14 65 audit (logging)

566.1 Intro 46 auditing

566.1 C.1 82 auditing

566.3 C.8 35 auditing (command line)

566.1 Intro 48 auditing priorities

566.2 C.4 50 auditor reputation

566.1 Intro 51 AuditScripts

566.1 L.aud 3-1 AuditScripts

566.5 fin 117 AuditScripts

566.5 fin 120 AuditScripts

566.2 C.3 6 Aurora, Operation

566.5 C.16 7 authentication (inventory)
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566.5 C.16 7 authentication providers

566.5 C.17 35 authentication providers

566.3 C.8 34 auto-run

566.1 Intro 15 automated defense

566.1 Intro 18 automated defense

566.3 C.9 68 automated deployment

566.1 Intro 15 automated measurement

566.5 fin 119 automated measurement

566.1 Intro 15 automation

566.1 C.2 95 automation

566.2 C.3 8 automation

566.5 C.16 8 automation

566.1 C.2 103 Avecto

566.2 C.4 42 Avecto

566.4 C.14 70 Aveksa

566.2 C.6 93 awareness

566.5 C.17 31 awareness

566.5 C.19 79 awareness

566.5 C.17 34 awareness (program)

566.5 C.19 79 awareness (program)

566.5 fin 120 Axentis

B
566.3 C.11 111 B2B

566.4 C.12 26 back-channel 
connections

566.4 C.12 27 back-channel 
connections

566.2 C.4 34 backdoor

566.1 C.2 113 backup and recovery

566.3 C.10 82 BackupExec

566.3 C.10 83 Bacula

566.4 C.12 24 banner (login)

566.2 C.4 34 Barracuda

566.2 C.5 74 baseline (configuration)

566.3 C.7 20 baseline (configuration)

566.3 C.8 37 baseline (configuration)

566.3 C.9 58 baseline (configuration)

566.3 C.11 93 baseline (configuration)

566.3 C.11 96 baseline (configuration)

566.3 C.11 107 baseline (configuration)

566.2 C.6 104 baseline (devices)

566.3 C.9 52 baseline (devices)

566.5 C.17 33 baseline (knowledge)

566.2 C.6 104 baseline (services)

566.3 C.9 58 baseline (services)

566.3 C.11 96 baseline (traffic)

566.3 C.11 108 baseline (traffic)

566.2 C.3 17 Baseline Security 
Analyzer

566.2 C.5 69 Baseline Security 
Analyzer

566.2 L.3 2-2 Baseline Security 
Analyzer

566.1 C.1 72 baselines

566.1 C.2 98 baselines

566.1 C.2 112 baselines

566.2 C.3 12 baselines

566.2 C.3 23 baselines

566.2 C.4 39 baselines

566.2 C.4 50 baselines

566.2 C.5 64 baselines

566.2 C.5 75 baselines

566.2 C.6 91 baselines

566.2 C.6 103 baselines

566.3 C.7 11 baselines

566.3 C.7 20 baselines

566.3 C.8 37 baselines

566.3 C.9 58 baselines

566.3 C.9 66 baselines

566.3 C.10 79 baselines
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566.3 C.10 86 baselines

566.3 C.11 96 baselines

566.3 C.11 107 baselines

566.4 C.12 12 baselines

566.4 C.12 25 baselines

566.4 C.13 40 baselines

566.4 C.14 67 baselines

566.4 C.15 92 baselines

566.5 C.16 12 baselines

566.5 C.17 37 baselines

566.5 C.18 56 baselines

566.5 C.19 82 baselines

566.5 C.20 100 baselines

566.3 C.11 98 Bay Networks

566.3 C.10 86 BCP

566.3 C.11 108 BCP

566.5 C.19 78 BCP

566.5 C.18 50 BeEF

566.2 L.5 4-6 benchmark

566.1 Intro 48 best practices

566.2 C.3 15 BeyondTrust

566.2 C.4 42 BeyondTrust

566.3 C.9 61 BeyondTrust

566.1 C.1 67 Bit9

566.1 C.2 92 Blackhole Exploit Toolkit

566.5 C.17 32 Blackhole Exploit Toolkit

566.5 C.18 60 BLAST

566.3 C.7 8 blocked (sites)

566.3 C.7 14 BlueCoat

566.4 C.15 90 bluetooth

566.4 C.12 7 bogon IP

566.2 C.6 86 botnet

566.4 C.12 7 boundaries (inventory)

566.2 C.6 89 boundary (network)

566.2 C.6 101 boundary (network)

566.3 C.7 17 boundary (network)

566.3 C.11 90 boundary (network)

566.4 C.12 4 boundary (network)

566.4 C.13 53 boundary (network)

566.5 C.18 64 breach costs

566.1 Intro 7 breach reports

566.1 C.1 67 breach reports

566.1 C.1 83 breach reports

566.1 C.2 93 breach reports

566.1 C.2 113 breach reports

566.2 C.3 6 breach reports

566.2 C.3 18 breach reports

566.2 C.4 34 breach reports

566.2 C.4 51 breach reports

566.2 C.5 60 breach reports

566.2 C.6 86 breach reports

566.3 C.7 6 breach reports

566.3 C.8 32 breach reports

566.3 C.8 46 breach reports

566.3 C.9 54 breach reports

566.3 C.10 75 breach reports

566.3 C.11 92 breach reports

566.4 C.12 6 breach reports

566.4 C.13 35 breach reports

566.4 C.14 62 breach reports

566.4 C.15 87 breach reports

566.5 C.16 6 breach reports

566.5 C.17 32 breach reports

566.5 C.18 64 breach reports

566.5 C.18 51 breach reports

566.5 C.19 77 breach reports

566.5 C.20 95 breach reports

566.4 C.12 16 Bro

566.3 C.8 40 Bromium

566.3 C.11 94 brute force attack
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566.2 C.3 17 BSA

566.2 L.3 2-2 BSA

566.5 fin 115 budget

566.5 C.18 49 buffer overflow

566.5 C.16 24 business needs

566.5 C.16 24 business owner

566.5 fin 120 BWise

566.4 C.12 10 BYOD

C
566.4 C.15 94 CACE Pilot

566.4 C.15 95 CACE Pilot

566.5 C.20 104 CANVAS

566.1 Intro 17 CAPEC (Mitre)

566.1 C.1 67 Carbon Black

566.1 C.2 103 Carbon Black

566.3 L.11 4-8 Catalyst

566.1 C.2 103 Cb Protection

566.1 Intro 29 CCE (vulnerabilities)

566.1 Intro 29 CCSS (vulnerabilities)

566.2 C.3 7 CCSS (vulnerabilities)

566.2 C.6 88 central logging

566.3 C.11 109 central logging

566.5 C.18 59 Cenzic Enterprise

566.3 C.7 6 CEO fraud

566.5 C.19 76 CERT

566.5 C.16 18 CERT/CC

566.1 C.1 70 certificates (client)

566.1 C.1 67 certificates (code signing)

566.5 C.16 15 Change Auditor

566.1 C.1 84 change management

566.1 C.2 111 change management

566.2 C.4 51 change management

566.2 C.5 75 change management

566.2 C.6 103 change management

566.3 C.11 107 change management

566.3 C.11 111 change management

566.5 C.16 23 change management

566.5 C.18 69 change management

566.5 C.20 109 change management

566.5 fin 115 charter

566.2 C.6 106 checklist (audit)

566.3 C.11 98 Checkpoint

566.2 C.5 68 Chef

566.1 Intro 7 CIS

566.1 Intro 11 CIS

566.2 C.5 68 CIS-CAT

566.2 C.5 80 CIS-CAT

566.2 L.5 4-1 CIS-CAT

566.3 C.7 14 Cisco

566.3 C.11 98 Cisco

566.4 C.12 16 Cisco

566.4 C.15 95 Cisco

566.4 C.15 104 Cisco

566.1 C.1 77 Cisco ISE

566.3 C.11 99 Cisco Prime

566.4 C.14 70 Cisco Prime

566.3 C.8 41 ClamAV

566.3 C.8 42 ClamAV

566.3 C.8 42 clamscan

566.5 C.19 80 classification (incident)

566.3 C.11 109 classification (levels)

566.4 C.14 67 classification (levels)

566.4 C.14 67 classification (standard)

566.4 C.14 73 classification (standard)

566.1 C.1 77 Clear Pass

566.2 C.6 85 Clear-EventLog

566.1 C.1 70 client certificates

566.3 C.10 83 Clonezilla
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566.4 C.13 37 cloud storage

566.5 C.18 59 CloudFlare Enterprise

566.3 C.11 107 CMDB

566.5 C.18 70 CMMI

566.1 Intro 29 CMSS (vulnerabilities)

566.1 Intro 6 CNCI

566.5 C.20 104 Cobalt Strike

566.5 C.18 59 Code Advisor

566.5 C.18 49 code analysis

566.5 C.18 64 code analysis

566.5 C.18 69 code analysis

566.4 C.13 44 Code Green TrueDLP

566.5 C.18 49 code review

566.5 C.18 52 code review

566.5 C.18 69 code review

566.1 C.1 67 code signing (certificate)

566.1 C.2 113 code signing (drivers)

566.3 C.8 48 COM file

566.3 C.8 35 command line

566.3 C.11 92 Community Health 
Systems

566.3 C.10 82 Commvault

566.1 L.1 4-6 Compare-Object 
(Powershell)

566.4 C.14 72 Compare-Object 
(Powershell)

566.5 C.16 17 Compare-Object 
(Powershell)

566.3 C.8 40 Compete Security Suite

566.1 Intro 26 compliance

566.4 C.13 50 compliance (violation)

566.2 C.3 18 Conficker

566.2 C.4 51 configuration 
(management)

566.2 C.5 61 configuration 
(management)

566.2 C.5 74 configuration 
(management)

566.3 C.11 93 configuration 
(management)

566.3 C.11 107 configuration 
(management)

566.5 C.16 23 configuration 
(management)

566.2 C.5 64 configuration (standards)

566.3 C.7 11 configuration (standards)

566.3 C.7 20 configuration (standards)

566.3 C.8 37 configuration (standards)

566.3 C.9 58 configuration (standards)

566.3 C.11 93 configuration (standards)

566.3 C.11 96 configuration (standards)

566.3 C.11 107 configuration (standards)

566.3 C.11 93 configuration (verification)

566.3 C.11 98 configuration (verification)

566.3 C.11 110 configuration (verification)

566.4 C.12 10 configuration (verification)

566.4 C.12 25 configuration (verification)

566.2 C.5 71 Congressional Research 
Service

566.1 Intro 6 consensus

566.5 fin 119 continuous improvement

566.5 C.16 4 contractors (termination)

566.2 C.5 74 contracts (vendor)

566.1 Intro 12 contributors

566.1 C.1 63 control 1

566.3 C.10 74 control 10

566.3 C.11 90 control 11

566.4 C.12 4 control 12

566.4 C.13 33 control 13

566.4 C.14 60 control 14

566.4 C.15 85 control 15

566.5 C.16 4 control 16

566.5 C.17 31 control 17

566.5 C.18 49 control 18
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566.5 C.19 76 control 19

566.1 C.2 91 control 2

566.5 C.20 94 control 20

566.2 C.3 3 control 3

566.2 C.4 30 control 4

566.2 C.5 58 control 5

566.2 C.6 83 control 6

566.3 C.7 3 control 7

566.3 C.8 30 control 8

566.3 C.9 52 control 9

566.2 C.3 15 Control Compliance Suite 
Vulnerability Scanner

566.3 C.7 14 Control Now

566.1 Intro 18 control priorities

566.4 C.13 50 controllers of data

566.1 Intro 14 controls (consistency)

566.1 Intro 14 controls (focus)

566.1 Intro 22 controls (governance)

566.1 Intro 15 controls (operational)

566.1 Intro 22 controls (operational)

566.1 C.1 73 controls (operational)

566.1 C.2 98 controls (operational)

566.2 C.3 12 controls (operational)

566.2 C.4 39 controls (operational)

566.2 C.5 64 controls (operational)

566.2 C.6 91 controls (operational)

566.3 C.7 11 controls (operational)

566.3 C.8 37 controls (operational)

566.3 C.9 58 controls (operational)

566.3 C.10 79 controls (operational)

566.3 C.11 96 controls (operational)

566.4 C.12 12 controls (operational)

566.4 C.13 40 controls (operational)

566.4 C.14 67 controls (operational)

566.4 C.15 92 controls (operational)

566.5 C.16 12 controls (operational)

566.5 C.17 37 controls (operational)

566.5 C.18 56 controls (operational)

566.5 C.19 82 controls (operational)

566.5 C.20 100 controls (operational)

566.1 Intro 15 controls (technical)

566.1 C.1 80 controls (testing)

566.1 C.2 106 controls (testing)

566.2 C.3 18 controls (testing)

566.2 C.4 45 controls (testing)

566.2 C.5 71 controls (testing)

566.2 C.6 97 controls (testing)

566.3 C.7 17 controls (testing)

566.3 C.8 43 controls (testing)

566.3 C.9 64 controls (testing)

566.3 C.10 84 controls (testing)

566.3 C.11 102 controls (testing)

566.4 C.12 19 controls (testing)

566.4 C.13 47 controls (testing)

566.4 C.14 73 controls (testing)

566.4 C.15 98 controls (testing)

566.5 C.16 18 controls (testing)

566.5 C.17 41 controls (testing)

566.5 C.18 64 controls (testing)

566.5 C.19 86 controls (testing)

566.5 C.20 106 controls (testing)

566.5 C.20 104 Core Impact Pro

566.5 C.20 104 Core Security

566.1 C.2 103 Corporate Software 
Inspector (CSI)

566.2 C.6 103 correlation (events)

566.2 C.6 94 CorreLog

566.1 C.1 77 CounterAct

566.4 C.14 70 Courion

566.5 C.18 59 Coverity
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566.1 Intro 29 CPE (vulnerabilities)

566.5 C.16 5 credential harvesting

566.3 C.10 81 CryptoGraph

566.3 C.10 75 CryptoLocker

566.1 Intro 22 CSC (governance)

566.1 Intro 20 CSC (overview)

566.1 Intro 22 CSC (supplements)

566.1 Intro 27 CSC (versions)

566.5 C.16 16 CSVDE

566.1 Intro 29 CVE (vulnerabilities)

566.1 Intro 29 CVSS (vulnerabilities)

566.2 C.3 7 CVSS (vulnerabilities)

566.1 C.2 103 CyberArk

566.2 C.4 42 CyberArk

566.3 C.8 40 Cylance

D
566.3 C.8 47 Dake, R.

566.3 C.7 15 DansGuardian

566.1 Intro 51 dashboard

566.1 Intro 30 dashboard

566.2 C.6 93 dashboard

566.5 fin 115 dashboard

566.5 fin 116 dashboard

566.4 C.14 67 data (classification)

566.4 C.14 73 data (classification)

566.4 C.13 33 data at rest

566.4 C.13 52 data at rest

566.4 C.13 44 Data Classification Engine

566.4 C.13 33 data flow

566.4 C.13 33 data in motion

566.4 C.13 52 data in motion

566.4 C.14 64 data in motion

566.5 C.16 7 data in motion

566.4 C.13 33 data in use

566.4 C.13 52 data in use

566.4 C.13 36 data inventory

566.4 C.13 39 data inventory

566.4 C.14 64 data inventory

566.5 C.20 98 data inventory

566.4 C.13 33 data loss prevention

566.5 C.17 35 data loss prevention

566.1 C.1 69 data owner

566.4 C.13 50 data owner

566.4 C.12 27 data plane

566.4 C.13 55 data protection strategy

566.3 C.10 82 Data Protector

566.2 C.4 45 data theft

566.4 C.13 52 data theft

566.3 C.8 47 Davis, L.

566.3 C.9 53 DBMS

566.1 Intro 15 defense (automation)

566.4 C.13 54 defense in depth

566.3 C.10 82 Dell

566.2 C.4 42 Dell Quest

566.1 Intro 9 Deloitte

566.5 C.19 77 denial-of-service

566.4 C.12 27 deny all / deny any

566.3 C.8 34 DEP

566.1 C.1 82 departments

566.1 C.1 65 device inventory

566.2 C.6 103 device inventory

566.1 C.1 69 device removal

566.1 C.1 68 dhcp (logging)

566.1 Intro 6 DHS

566.1 Intro 9 DHS

566.3 C.11 107 diagrams

566.3 C.11 109 diagrams (information 
flow)
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566.4 C.12 13 diagrams (information 
flow)

566.4 C.13 39 diagrams (information 
flow)

566.3 C.11 112 diagrams (network)

566.4 C.12 25 diagrams (network)

566.4 C.12 26 DIDS

566.2 C.5 76 DISA

566.3 C.9 64 DISA

566.1 C.1 68 discovery (active)

566.1 C.1 68 discovery (passive)

566.4 C.13 54 diversity of defense

566.3 C.7 9 DKIM

566.4 C.13 33 DLP

566.5 C.17 35 DLP

566.3 C.7 9 DMARC

566.4 C.12 26 DMZ

566.2 C.6 101 DNS

566.3 C.7 8 DNS (filtering)

566.3 C.8 35 DNS (query logging)

566.5 C.16 5 DNS spoofing

566.3 C.11 108 document management 
system

566.2 C.5 74 documentation 
(configuration)

566.3 C.11 107 documentation 
(instructions)

566.4 C.13 33 DoD

566.3 C.7 9 Domain Keys Identified 
Mail

566.3 C.7 9 Domain-based Message 
Authentication

566.5 C.16 9 dormant user

566.3 C.10 86 DR

566.3 C.11 108 DR

566.1 C.2 113 driver signing

566.1 Intro 35 DSD (Australia)

566.5 C.16 15 Duo

E
566.4 C.13 33 e-Discovery

566.4 C.15 90 EAP/TLS

566.2 C.5 71 economic impact

566.4 C.13 33 egress

566.4 C.13 37 egress (encryption)

566.4 C.13 36 egress (filtering)

566.4 C.12 27 egress ACL

566.2 C.5 60 eHarmony

566.3 C.8 43 EICAR

566.3 C.8 47 EICAR

566.3 C.8 48 EICAR

566.2 C.6 95 ELK

566.3 C.7 9 email (attachments)

566.4 C.13 37 email providers

566.5 C.19 76 emergency (response)

566.3 C.8 34 EMET

566.5 C.16 4 employees (termination)

566.5 C.16 8 employees (termination)

566.2 C.6 95 Enclave DAD

566.1 Intro 51 Enclave Security

566.1 L.aud 3-1 Enclave Security

566.5 fin 117 Enclave Security

566.4 C.13 37 encryption (unauthorized)

566.3 C.8 34 Enhanced Mitigation 
Experience Toolkit

566.3 C.8 40 Enterprise Security for 
Endpoints

566.2 C.6 94 Enterprise Security 
Manager

566.1 Intro 40 Entity Relationship 
Diagram

566.3 C.8 39 EPO

566.3 C.8 39 ePolicy Orchestrator

566.1 Intro 9 Equifax
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566.5 fin 120 Eramba

566.1 Intro 40 ERD

566.5 C.16 23 ERP system

566.2 C.5 74 escrow

566.1 Intro 35 essential eight

566.3 C.8 48 European Institute

566.1 Intro 57 evaluation methods

566.2 C.6 94 Event Correlation

566.2 C.6 94 Event Data Warehouse

566.5 C.16 25 EventComber

566.3 C.7 14 EX Email Security

566.1 C.1 85 exercises (red team)

566.5 C.19 80 exercises (red team)

566.5 C.16 9 expiration (user)

566.5 C.16 18 expiration (user)

566.1 C.2 92 Exploit Toolkit

F
566.4 C.12 6 F-35

566.5 C.18 59 F5

566.1 C.2 93 Facebook

566.3 C.10 82 FalconStor

566.1 Intro 7 FBI

566.1 Intro 8 FBI

566.2 C.4 51 FDCC

566.2 C.5 76 FDCC

566.2 C.4 51 Federal Desktop Core 
Configuration

566.2 C.5 62 FIA

566.2 C.6 101 file access (unauthorized)

566.2 C.5 62 file integrity assessment

566.2 C.5 66 file integrity assessment

566.4 C.13 36 filtering (data egress)

566.3 C.7 8 filtering (DNS)

566.3 C.7 8 filtering (URL)

566.5 C.18 60 FindBugs

566.4 C.13 55 FIPS 140-*

566.3 C.7 14 FireEye

566.4 C.12 16 FireEye

566.3 C.11 99 FireFlow

566.3 C.11 99 FireMon

566.3 C.11 99 FirePAC

566.4 C.12 16 Firepower

566.3 C.9 56 firewall

566.3 C.11 112 firewall

566.4 C.12 7 firewall

566.4 C.12 16 firewall

566.4 C.14 63 firewall

566.3 C.9 68 firewall (rules)

566.4 C.13 50 firewall (rules)

566.4 C.13 53 firewall (rules)

566.3 C.11 99 Firewall Analyzer

566.3 C.11 99 Firewall Assurance

566.4 C.13 54 firewall leak test

566.3 C.11 91 firmware (attack)

566.5 fin 114 first steps

566.1 Intro 6 FISMA

566.5 C.17 32 Forbes.com

566.3 C.7 13 ForcePoint

566.3 C.7 14 ForcePoint

566.3 C.8 40 Forefront

566.1 C.1 77 ForeScout Technologies

566.1 Intro 9 Forever 21

566.5 C.18 59 Fortify 360

566.4 C.12 16 FortiGate

566.4 C.13 44 FortiGate

566.4 C.12 16 Fortinet

566.4 C.13 44 Fortinet

566.3 C.9 54 Franceschi-Bicchierai, L.
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566.3 C.7 6 fraud (CEO)

566.2 C.6 86 fraud (monitoring)

566.4 C.13 38 full disk encryption

566.5 C.18 60 FxCop

G
566.1 Intro 51 gap analysis

566.1 L.aud 3-1 gap analysis

566.5 C.17 33 gap analysis

566.1 Intro 2 GCCC (GIAC)

566.4 C.14 71 Get-ACL

566.4 C.14 72 Get-ACL

566.4 C.14 72 Get-ChildItem

566.1 C.2 104 Get-CIMInstance

566.2 C.5 69 Get-CIMInstance

566.5 C.16 16 Get-CIMInstance

566.2 C.6 95 Get-EventLog

566.2 C.6 96 Get-EventLog

566.2 L.3 2-12 Get-Service

566.2 C.6 95 Get-WinEvent

566.1 C.2 104 Get-WMIObject

566.2 C.4 43 Get-WMIObject

566.2 C.5 69 Get-WMIObject

566.2 L.3 2-11 Get-WMIObject

566.5 C.16 16 Get-WMIObject

566.5 C.16 17 Get-WMIObject

566.2 L.3 2-11 Get-WUList

566.1 Intro 6 goals

566.2 C.3 6 Google

566.3 C.7 14 Google Apps Email

566.3 C.7 27 GoPhish

566.3 L.7 2-1 GoPhish

566.2 C.5 62 GPO

566.2 C.5 68 GPO

566.2 C.6 95 Graylog

566.5 fin 120 GRC

566.2 C.5 75 grouping (systems)

566.4 C.15 90 guest network

566.1 Intro 13 guiding principles (CSC)

H
566.2 C.5 76 hardening

566.3 C.7 11 hardening

566.5 C.16 5 harvesting credentials

566.1 L.2 5-2 Hash_Suit_64

566.2 C.5 60 hashing

566.3 C.9 54 hashing

566.5 C.16 7 hashing

566.3 C.11 92 Heartbleed

566.1 C.2 103 HEAT

566.3 C.8 40 HIDS

566.3 C.8 47 HIDS

566.1 Intro 25 high-water mark

566.3 C.8 46 HIPS

566.3 C.8 47 HIPS

566.5 C.16 9 hiring (process)

566.5 C.16 23 hiring (process)

566.4 C.15 95 HiveOS

566.4 C.13 36 host-based DLP

566.4 C.14 65 host-based DLP

566.3 C.9 56 host-based firewall

566.3 C.10 82 HP

566.3 C.11 91 HP

566.5 C.18 59 HP

566.2 C.6 94 HP Arcsight

566.1 C.1 77 HP Aruba

566.4 C.15 95 HP Aruba

566.4 C.13 45 HPing
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566.3 C.7 7 HTML5

566.4 C.12 5 HTTP Tunnel

566.5 C.16 23 human resources

566.3 C.9 54 Hunt, T.

I
566.2 C.5 69 IBM

566.2 C.6 94 IBM

566.5 C.18 58 IBM

566.5 C.18 59 IBM

566.1 Intro 7 IC3 (FBI)

566.1 Intro 8 IC3 (FBI)

566.5 C.20 98 ICS / SCADA

566.5 C.20 109 IDART

566.4 C.14 70 Identity IQ

566.4 C.12 27 IDS (integrated)

566.5 C.20 104 Immunity

566.3 C.10 86 impact analysis

566.4 C.13 36 inactive data

566.4 C.13 36 inactive systems

566.5 C.16 4 inactive user

566.5 C.16 8 inactive user

566.5 C.16 9 inactive user

566.5 C.19 79 incident (notification)

566.5 C.17 35 incident (reporting)

566.5 C.19 76 incident (response)

566.5 C.19 78 incident (response)

566.5 C.19 78 incident (tracking)

566.5 C.19 78 incident management

566.5 C.19 82 incident management

566.2 C.6 94 Infogressive

566.5 C.17 35 information (sensitive)

566.3 C.11 109 information flow 
(diagrams)

566.4 C.12 13 information flow 
(diagrams)

566.4 C.13 33 information flow 
(diagrams)

566.4 C.13 39 information flow 
(diagrams)

566.4 C.13 36 information inventory

566.4 C.13 39 information inventory

566.4 C.14 64 information inventory

566.4 C.14 67 information inventory

566.5 C.20 98 information inventory

566.4 C.13 54 information requests (3rd 
p)

566.5 C.19 79 information requests (3rd 
p)

566.4 C.12 27 ingress ACL

566.3 C.7 4 initial breach

566.4 C.15 86 injection

566.5 C.16 5 injection

566.5 C.18 49 input sanitation

566.5 C.18 49 input validation

566.5 C.16 18 insider threat

566.5 C.18 49 insider threat

566.4 C.15 96 InSSIDer

566.4 C.12 27 integrated IDS

566.1 C.2 113 integrity checking

566.4 C.12 16 Intel Security

566.2 C.6 102 intelligence (meaningful)

566.4 C.12 8 intelligence (meaningful)

566.2 C.3 9 intelligence (threat)

566.4 C.12 8 intelligence (threat)

566.2 C.3 9 intelligence 
(vulnerabilities)

566.2 C.5 74 internal threats

566.2 C.3 6 Internet Explorer

566.5 C.17 40 Internet Storm Center

566.1 Intro 57 interviews
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566.1 C.1 83 interviews

566.1 C.2 112 interviews

566.2 C.3 23 interviews

566.2 C.4 51 interviews

566.2 C.5 75 interviews

566.2 C.6 93 interviews

566.2 C.6 100 interviews

566.3 C.7 21 interviews

566.3 C.8 46 interviews

566.3 C.9 67 interviews

566.3 C.10 86 interviews

566.3 C.11 110 interviews

566.4 C.12 25 interviews

566.4 C.12 26 interviews

566.4 C.13 52 interviews

566.4 C.14 79 interviews

566.4 C.15 103 interviews

566.5 C.16 23 interviews

566.5 C.17 44 interviews

566.5 C.18 70 interviews

566.5 C.19 89 interviews

566.5 C.20 109 interviews

566.5 C.16 8 inventory (accounts)

566.1 C.1 65 inventory (asset)

566.3 C.9 55 inventory (asset)

566.3 C.10 79 inventory (asset)

566.5 C.16 7 inventory (authentication)

566.4 C.12 7 inventory (boundaries)

566.4 C.13 36 inventory (data)

566.4 C.13 39 inventory (data)

566.4 C.14 64 inventory (data)

566.5 C.20 98 inventory (data)

566.1 C.1 65 inventory (devices)

566.2 C.6 103 inventory (devices)

566.4 C.13 36 inventory (information)

566.4 C.13 39 inventory (information)

566.4 C.14 64 inventory (information)

566.4 C.14 67 inventory (information)

566.5 C.20 98 inventory (information)

566.1 C.1 66 inventory (network)

566.4 C.15 88 inventory (network)

566.4 C.15 99 inventory (network)

566.1 C.2 91 inventory (software)

566.1 C.2 94 inventory (software)

566.2 C.5 64 inventory (software)

566.2 C.6 103 inventory (software)

566.1 Intro 17 inventory (threats)

566.4 C.13 33 investment

566.3 C.7 14 Invincea Enterprice

566.2 L.3 2-12 Invoke-Command

566.1 L.1 4-5 IP address management

566.5 C.16 5 IP impersonation

566.2 C.3 15 IP360

566.3 C.9 61 IP360

566.1 L.1 4-5 IPAM

566.3 C.9 62 IPChains

566.1 Intro 30 iPost

566.5 C.16 7 IPSec

566.3 C.9 62 IPTables

566.3 C.7 14 IronPort WSA

566.5 fin 115 IS steering committee

566.1 C.1 82 IT department

566.1 C.2 111 IT department

566.1 C.1 83 ITIL

566.1 C.2 111 ITIL

566.3 C.11 112 ITIL
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J
566.2 C.5 68 Jamf Pro

566.3 C.9 64 Jaquith, A.

566.1 C.2 93 Java

566.5 C.16 23 job changes

566.2 C.5 59 John the Ripper

566.3 C.11 94 jumphost

566.3 C.11 92 Juniper

566.4 C.12 16 Juniper

K
566.5 C.20 105 Kali Linux

566.3 C.7 5 Kennedy, D.

566.3 C.11 107 KeyPass

566.4 C.15 96 Kismet

566.2 C.6 106 Kiwi Syslog Generator

566.3 C.11 100 KiwiCatTools

566.5 C.17 33 knowledge (baseline)

566.5 C.17 31 knowledge (gap)

566.1 C.2 101 Komodo Labs

566.1 C.2 103 Komodo Labs

L
566.1 L.0 2-9 Lab VM password

566.2 C.5 68 LANDesk

566.4 C.12 16 Lanscope

566.1 C.1 77 LANSurveyor

566.1 C.1 77 LANSweeper

566.1 C.2 103 LANSweeper

566.2 C.4 43 LAPS

566.2 C.6 95 LASSIE

566.5 C.16 23 lateral movement 
(personnel)

566.5 C.19 79 law enforcement

566.5 C.16 23 Lawson

566.1 C.1 83 LCM

566.4 C.13 54 leak test

566.4 C.13 54 LeakTest 2.0

566.4 C.13 54 legal counsel

566.2 C.6 86 LexisNexis

566.1 C.2 96 libraries (whitelisting)

566.2 C.5 73 life cycle

566.5 C.18 69 life cycle

566.2 C.5 60 LinkedIn

566.4 C.13 54 LinkedIn

566.1 L.2 5-5 local security policy

566.5 C.16 9 lock (workstation)

566.4 C.12 6 Lockheed Martin

566.2 C.6 94 Log Correlation Engine

566.2 C.6 83 logging (activities)

566.3 C.7 8 logging (activities)

566.2 C.6 103 logging (analysis)

566.2 C.6 83 logging (audit)

566.4 C.14 65 logging (audit)

566.3 C.11 109 logging (centralized)

566.1 C.1 68 logging (dhcp)

566.3 C.8 35 logging (DNS query)

566.2 C.6 87 logging (events)

566.2 C.6 101 logging (format)

566.2 C.6 101 logging (levels)

566.2 C.6 87 logging (local)

566.2 C.6 103 logging (meaningful)

566.2 C.6 91 logging (retention)

566.2 C.6 89 logging (review)

566.2 C.6 103 logging (review)

566.4 C.12 25 logging (review)

566.5 C.16 24 logging (review)

566.2 C.6 83 logging (router)

566.4 C.12 8 logging (session)
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566.2 C.6 91 logging (signatures)

566.3 C.9 68 logging (signatures)

566.2 C.6 88 logging (storage)

566.2 C.6 102 logging (storage)

566.4 C.12 25 logging (storage)

566.3 C.11 110 logging (traffic)

566.4 C.12 7 logging (traffic)

566.3 C.7 8 logging (URL requests)

566.3 C.7 13 logging (URL requests)

566.4 C.12 24 login banner

566.2 C.6 94 LogLogic

566.2 C.6 95 LogParser

566.3 C.7 15 LogParser

566.3 C.7 16 LogParser

566.2 C.6 95 Logstash

566.5 C.17 32 Los Angeles Times

566.2 C.4 33 LSASS

566.1 C.2 103 Lumension

566.2 C.4 51 Lunker

566.1 C.2 104 Lynis

566.2 C.5 69 Lynis

566.2 C.5 70 Lynis

M
566.3 C.7 14 MailEssentials

566.3 C.7 15 MailScanner

566.5 C.17 32 malvertising

566.3 C.8 31 malware

566.3 C.8 48 malware (signatures)

566.4 C.12 9 man in the middle

566.4 C.13 43 ManageEngine

566.5 C.16 15 ManageEngine

566.5 fin 115 management charter

566.3 C.11 94 management network

566.3 C.11 110 management network

566.4 C.14 61 Mandiant

566.4 C.13 35 Manning (PFC)

566.1 C.1 86 mapping (standards)

566.1 C.2 114 mapping (standards)

566.2 C.3 25 mapping (standards)

566.2 C.4 54 mapping (standards)

566.2 C.5 78 mapping (standards)

566.2 C.6 107 mapping (standards)

566.3 C.7 25 mapping (standards)

566.3 C.8 49 mapping (standards)

566.3 C.9 69 mapping (standards)

566.3 C.10 87 mapping (standards)

566.4 C.12 28 mapping (standards)

566.4 C.13 56 mapping (standards)

566.4 C.14 80 mapping (standards)

566.4 C.15 106 mapping (standards)

566.5 C.16 26 mapping (standards)

566.5 C.17 45 mapping (standards)

566.5 C.18 72 mapping (standards)

566.5 C.19 90 mapping (standards)

566.5 C.20 110 mapping (standards)

566.1 Intro 51 maturity

566.1 Intro 53 maturity

566.1 Intro 56 maturity

566.5 fin 116 maturity

566.5 C.16 15 Max PowerSoft

566.2 C.3 17 MBSA

566.2 C.3 17 mbsacli

566.3 C.8 39 McAfee

566.3 C.8 40 McAfee

566.4 C.12 15 McAfee

566.4 C.13 44 McAfee

566.1 L.2 5-43 MD5Deep

566.4 C.12 10 MDM

566.2 C.6 102 meaningful (intelligence)

566.2 C.6 103 meaningful (logging)
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566.1 Intro 15 measurement 
(automation)

566.1 Intro 24 measurement (guide)

566.1 Intro 16 measurements and 
metrics

566.1 Intro 54 measurements and 
metrics

566.1 Intro 56 measurements and 
metrics

566.1 C.1 81 measurements and 
metrics

566.1 C.2 107 measurements and 
metrics

566.2 C.3 19 measurements and 
metrics

566.2 C.4 46 measurements and 
metrics

566.2 C.5 72 measurements and 
metrics

566.2 C.6 98 measurements and 
metrics

566.3 C.7 18 measurements and 
metrics

566.3 C.8 44 measurements and 
metrics

566.3 C.9 65 measurements and 
metrics

566.3 C.10 85 measurements and 
metrics

566.3 C.11 103 measurements and 
metrics

566.4 C.12 20 measurements and 
metrics

566.4 C.13 48 measurements and 
metrics

566.4 C.14 74 measurements and 
metrics

566.4 C.15 99 measurements and 
metrics

566.5 C.16 19 measurements and 
metrics

566.5 C.17 42 measurements and 
metrics

566.5 C.18 65 measurements and 
metrics

566.5 C.19 87 measurements and 
metrics

566.5 C.20 107 measurements and 
metrics

566.5 fin 118 measurements and 
metrics

566.1 Intro 16 measures

566.1 C.1 81 measures

566.1 C.2 107 measures

566.2 C.3 19 measures

566.2 C.4 46 measures

566.2 C.5 72 measures

566.2 C.6 98 measures

566.3 C.7 18 measures

566.3 C.8 44 measures

566.3 C.9 65 measures

566.3 C.10 85 measures

566.3 C.11 103 measures

566.4 C.12 20 measures

566.4 C.13 48 measures

566.4 C.14 74 measures

566.4 C.15 99 measures

566.5 C.16 19 measures

566.5 C.17 42 measures

566.5 C.18 65 measures

566.5 C.19 87 measures

566.5 C.20 107 measures

566.5 fin 118 measures

566.5 fin 120 MeasureStream

566.3 C.8 34 media (removable)

566.2 C.5 75 meeting minutes

566.4 C.15 95 Meraki

566.1 C.1 66 Metasploit

566.2 C.3 5 Metasploit

566.3 C.7 5 Metasploit

566.5 C.18 50 Metasploit

566.5 C.20 103 Metasploit
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566.5 C.20 104 Metasploit

566.2 C.3 5 Meterpreter

566.5 fin 120 Methodware ERA

566.3 C.11 94 MFA

566.3 C.11 109 MFA

566.3 C.11 110 MFA

566.4 C.14 65 MFA

566.4 C.15 90 MFA

566.5 C.16 7 MFA

566.2 C.4 42 MFA (admin privileges)

566.1 C.1 77 Microsoft

566.1 C.2 93 Microsoft

566.2 C.5 69 Microsoft

566.3 C.8 34 Microsoft

566.3 C.8 40 Microsoft

566.3 C.9 62 Microsoft

566.4 C.14 70 Microsoft

566.5 C.16 15 Microsoft

566.2 C.4 33 Mimikatz

566.2 L.4 3-1 Mimikatz

566.1 C.1 72 minimum control 
baselines

566.1 C.2 98 minimum control 
baselines

566.2 C.3 12 minimum control 
baselines

566.2 C.4 39 minimum control 
baselines

566.2 C.5 64 minimum control 
baselines

566.2 C.6 91 minimum control 
baselines

566.3 C.7 11 minimum control 
baselines

566.3 C.8 37 minimum control 
baselines

566.3 C.9 58 minimum control 
baselines

566.3 C.10 79 minimum control 
baselines

566.3 C.11 96 minimum control 
baselines

566.4 C.12 12 minimum control 
baselines

566.4 C.13 40 minimum control 
baselines

566.4 C.14 67 minimum control 
baselines

566.4 C.15 92 minimum control 
baselines

566.5 C.16 12 minimum control 
baselines

566.5 C.17 37 minimum control 
baselines

566.5 C.18 56 minimum control 
baselines

566.5 C.19 82 minimum control 
baselines

566.5 C.20 100 minimum control 
baselines

566.1 Intro 7 Mitre

566.1 Intro 10 Mitre

566.2 C.5 76 MMC

566.1 Intro 10 models (ATT&CK)

566.1 Intro 18 models (NSA attack 
mitigation)

566.2 C.6 101 modem (logging)

566.1 Intro 17 modes (OTT)

566.4 C.12 16 Moloch

566.2 C.6 86 monitoring (fraud)

566.5 C.16 9 monitoring (user access)

566.5 C.16 18 monitoring (user access)

566.2 C.3 5 Moore, H.D.

566.1 Intro 7 MS-ISAC (CIS)

566.1 Intro 11 MS-ISAC (CIS)
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N
566.1 C.1 70 NAC

566.3 C.8 47 NAC

566.1 C.1 69 name (machine)

566.3 C.11 112 NAT

566.5 C.17 40 National Cyber Security 
Alliance

566.5 C.17 40 NCSA

566.4 C.13 53 NDA

566.1 C.1 79 ndiff

566.2 C.6 104 ndiff

566.3 C.9 63 ndiff

566.4 C.14 60 need to know

566.4 C.13 45 Nemesis

566.2 C.3 14 Nessus

566.2 C.3 15 Nessus

566.3 C.9 61 Nessus

566.4 C.14 61 net group

566.4 C.14 61 net use

566.4 C.14 61 net view

566.3 C.10 82 NetBackup

566.3 C.9 61 NetBrain

566.2 C.6 104 netcat

566.2 C.6 106 Netcat

566.4 C.12 8 NetFlow

566.4 C.13 43 NetFlow

566.4 C.13 43 NetFlow Analyzer

566.4 C.12 16 NetScreen

566.4 C.15 96 NetSpot

566.4 L.15 4-1 NetSpot

566.3 C.9 62 Netstat

566.3 C.10 82 NetVault

566.2 C.6 89 network (boundary)

566.2 C.6 101 network (boundary)

566.3 C.7 17 network (boundary)

566.4 C.12 4 network (boundary)

566.4 C.13 53 network (boundary)

566.2 C.6 89 network (logging)

566.3 C.11 94 network (management)

566.4 C.12 26 network (segmentation)

566.4 C.14 63 network (segmentation)

566.3 C.11 99 Network Advisor

566.3 C.11 99 Network Configuration 
Manager

566.4 C.14 70 Network Configuration 
Manager

566.3 C.11 107 network diagrams

566.3 C.11 112 network diagrams

566.4 C.12 25 network diagrams

566.4 C.13 39 network diagrams

566.4 C.13 44 Network Instruments 
Observer

566.1 C.1 66 network inventory

566.4 C.15 88 network inventory

566.4 C.15 99 network inventory

566.4 C.12 16 Network Miner

566.2 C.6 101 network perimeter

566.3 C.7 17 network perimeter

566.4 C.12 4 network perimeter

566.4 C.13 53 network perimeter

566.1 C.1 73 network sniffing

566.1 C.1 76 Network Topology Mapper

566.4 C.13 36 network-based DLP

566.4 C.14 62 New York Times

566.1 C.2 101 NEWT Professional

566.1 C.2 103 NEWT Professional

566.1 L.2 5-32 NEWT Professional

566.2 C.3 15 Nexpose

566.3 C.9 61 Nexpose

566.4 C.15 90 NFC

566.4 C.13 45 Ngrep

566.4 C.13 46 Ngrep

566.3 C.8 40 NIDS
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566.3 C.11 110 NIDS

566.4 C.12 8 NIDS

566.4 C.12 25 NIDS

566.4 C.12 26 NIDS

566.3 C.11 98 Nipper

566.3 C.11 99 Nipper

566.3 C.11 100 Nipper

566.3 C.11 101 Nipper

566.3 L.11 4-1 Nipper

566.3 C.11 100 Nipper-NG

566.4 C.12 8 NIPS

566.1 Intro 25 NIST (guidelines)

566.3 C.9 64 NIST (guidelines)

566.4 C.12 15 NitroSecurity

566.1 C.1 76 Nmap

566.1 C.1 78 Nmap

566.2 C.3 16 Nmap

566.2 C.6 103 Nmap

566.2 C.6 105 Nmap

566.3 C.9 62 Nmap

566.3 C.9 63 Nmap

566.3 C.9 71 Nmap

566.3 L.9 3-1 Nmap

566.4 C.15 96 Nmap

566.4 C.13 53 non-disclosure agreement

566.1 Intro 11 NSA

566.1 Intro 18 NSA

566.2 C.6 87 NTP

566.2 C.3 14 NVT

O
566.2 C.6 101 object access (logging)

566.1 Intro 29 OCIL (vulnerabilities)

566.1 Intro 29 OCRL (vulnerabilities)

566.5 C.16 9 offboarding (employees)

566.5 C.16 23 offboarding (employees)

566.5 C.20 105 Offensive Security

566.1 C.1 74 offline copy

566.4 C.14 70 Okta Online SSO

566.2 C.5 76 OMB

566.5 C.16 9 onboarding (employees)

566.5 C.16 23 onboarding (employees)

566.4 C.14 70 OneLogin Online SSO

566.2 C.6 94 Open Log Management

566.1 Intro 17 open threat taxonomy

566.4 C.13 45 OpenDLP

566.3 C.7 14 OpenDNS

566.1 C.1 78 OpenNAC

566.1 Intro 30 OpenNet

566.5 fin 120 OpenPages Enterprise 
GRC

566.2 C.3 14 OpenVAS

566.3 C.9 62 OpenVAS

566.4 C.15 96 OpenVAS

566.4 C.15 97 OpenVAS

566.4 C.15 96 OpenWRT

566.2 C.3 6 Operation Aurora

566.1 Intro 15 operational controls

566.3 C.8 46 opportunistic attack

566.4 C.13 54 Orion

566.1 C.1 78 OSSIM

566.1 Intro 17 OTT

566.5 C.18 58 Ounce Labs

566.5 C.18 59 Ounce Labs

566.3 C.11 94 out-of-band

566.3 C.11 110 out-of-band

566.1 Intro 29 OVAL (vulnerabilities)

566.2 C.4 51 OWASP

566.5 C.18 61 OWASP

566.5 C.18 71 OWASP

566.1 C.1 69 owner (asset)
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566.1 C.2 112 owner (asset)

566.4 C.13 50 owner (data)

P
566.2 C.6 89 packet capture

566.1 C.1 78 PacketFence

566.3 C.7 14 Palo Alto

566.4 C.12 16 Palo Alto

566.5 C.18 60 Paros

566.3 L.9 3-6 Parse-Nmap.ps1

566.1 C.1 68 passive scanning

566.2 C.4 37 password (complexity)

566.2 C.4 53 password (complexity)

566.1 L.0 2-9 password (lab VM)

566.2 C.4 37 password (length)

566.2 C.4 53 password (length)

566.3 C.11 107 password (management)

566.2 C.5 59 passwords (cracking)

566.3 C.11 94 passwords (cracking)

566.2 C.5 60 passwords (hashing)

566.3 C.9 54 passwords (hashing)

566.5 C.16 7 passwords (hashing)

566.5 C.16 7 passwords (storage)

566.2 C.5 76 patch (testing)

566.2 C.5 73 patch management

566.2 C.5 76 patch management

566.4 C.15 89 peer to peer wifi

566.2 C.6 103 pentest

566.2 C.6 105 pentest

566.5 C.20 98 pentest

566.5 C.20 98 pentest

566.5 C.16 23 PeopleSoft

566.2 C.6 101 perimeter (logging)

566.3 C.11 90 perimeter (logging)

566.2 C.6 101 perimeter (network)

566.3 C.7 17 perimeter (network)

566.3 C.11 90 perimeter (network)

566.4 C.12 4 perimeter (network)

566.4 C.13 53 perimeter (network)

566.2 C.4 50 phishing

566.3 C.7 4 phishing

566.3 C.8 32 phishing

566.3 L.7 2-10 phishing

566.5 C.17 35 phishing

566.3 C.11 91 PhlashDance

566.4 C.13 42 PII

566.3 C.11 112 ping sweep

566.1 C.1 70 PNAC

566.3 C.8 31 Poison Ivy

566.4 C.12 24 policies (traffic monitoring)

566.1 Intro 48 policies and procedures

566.1 Intro 57 policies and procedures

566.1 C.1 83 policies and procedures

566.1 C.2 112 policies and procedures

566.2 C.3 23 policies and procedures

566.2 C.4 50 policies and procedures

566.2 C.5 74 policies and procedures

566.2 C.6 100 policies and procedures

566.3 C.7 20 policies and procedures

566.3 C.8 46 policies and procedures

566.3 C.9 66 policies and procedures

566.3 C.10 86 policies and procedures

566.3 C.11 107 policies and procedures

566.4 C.12 24 policies and procedures

566.4 C.13 50 policies and procedures

566.4 C.14 78 policies and procedures

566.4 C.15 103 policies and procedures

566.5 C.16 23 policies and procedures

566.5 C.17 44 policies and procedures

566.5 C.18 69 policies and procedures

566.5 C.19 89 policies and procedures
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566.5 C.20 109 policies and procedures

566.5 fin 115 policies and procedures

566.5 C.18 64 Ponemon

566.3 C.9 55 port scan

566.4 C.12 7 port scan

566.2 C.4 42 PowerBroker

566.1 L.1 4-1 Powershell

566.3 C.8 45 Powershell

566.4 C.13 54 PR department

566.1 Intro 7 PRC

566.1 Intro 9 PRC

566.1 Intro 13 principles (CSC)

566.1 Intro 18 prioritization

566.2 C.5 75 prioritization

566.1 Intro 7 privacy rights 
clearinghouse

566.1 Intro 9 privacy rights 
clearinghouse

566.1 C.2 103 Privilege Guard

566.2 C.4 42 Privilege Guard

566.2 L.4 3-6 privilege::debug 
(Mimikatz)

566.3 C.11 107 privileged accounts

566.5 C.16 19 privileged accounts

566.2 C.4 42 Privileged Password 
Manager

566.3 C.9 62 Process Explorer

566.3 C.9 60 Process Hacker

566.2 C.5 77 processes (vulnerabillity 
management)

566.2 C.5 74 procurement

566.3 C.7 14 ProofPoint

566.5 fin 120 Protiviti Governance 
Portal

566.3 C.7 8 proxy server

566.4 C.12 9 proxy server

566.4 C.12 26 proxy server

566.2 L.3 2-10 PSWindowsUpdate 
(module)

566.2 C.5 62 Puppet

566.2 C.5 68 Puppet

566.1 C.1 82 purchasing and 
procurement

566.4 C.14 63 PVLAN

566.3 C.8 45 Python

Q
566.2 C.6 94 QRadar

566.1 Intro 46 quality control

566.1 Intro 55 quality management

566.2 C.3 15 QualysGuard

566.2 C.5 67 QualysGuard

566.3 C.9 61 QualysGuard

566.1 C.1 69 quarantine

566.5 C.16 15 Quest

566.1 Intro 57 questionnaires

566.4 C.13 54 questionnaires (third party)

R
566.2 C.6 104 Radialnet

566.4 C.15 88 radio scanning

566.3 C.11 110 Radius

566.3 C.11 100 RANCID

566.3 C.10 75 ransomware

566.2 C.3 15 Rapid7

566.3 C.7 5 Rapid7

566.3 C.9 61 Rapid7

566.5 C.20 104 Rapid7

566.3 C.8 31 RAT

566.4 C.12 7 recording (traffic)

566.3 C.10 86 recovery posture

566.1 C.1 82 recycling and disposal

566.1 C.1 85 red team (exercises)

566.5 C.20 98 red team (exercises)
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566.5 C.20 109 red team (exercises)

566.3 C.10 83 Redo

566.3 C.11 99 RedSeal

566.1 Intro 48 regulations (government)

566.5 fin 119 remediation

566.4 C.12 10 remote access

566.3 C.8 31 Remote Access Trojan

566.4 C.12 10 remote login access

566.3 C.8 34 removable media

566.4 C.13 34 removable media

566.4 C.13 35 removable media

566.4 C.13 38 removable media

566.4 C.13 50 removable media

566.4 C.13 53 removable media

566.1 C.1 69 removal (asset)

566.2 C.6 85 Remove-EventLog

566.2 C.4 50 reputation

566.2 C.3 15 Retina

566.3 C.9 61 Retina

566.5 C.18 49 review (code)

566.5 C.18 52 review (code)

566.5 C.18 69 review (code)

566.3 C.11 110 review (configuration)

566.4 C.12 25 review (configuration)

566.2 C.6 103 review (logging)

566.3 C.9 68 review (logging)

566.4 C.12 25 review (logging)

566.5 C.16 18 review (logging)

566.5 C.16 24 review (logging)

566.4 C.15 95 RF Protect

566.5 fin 119 risk (remediation)

566.3 C.11 109 risk analysis

566.4 C.14 60 risk management

566.4 C.15 90 rogue AP

566.4 C.15 98 rogue AP

566.2 C.6 104 rogue device (testing)

566.4 C.15 90 rogue device (testing)

566.4 C.15 98 rogue device (testing)

566.1 Intro 16 root cause analysis

566.1 C.1 82 root cause analysis

566.1 C.2 111 root cause analysis

566.2 C.3 23 root cause analysis

566.2 C.4 50 root cause analysis

566.2 C.5 73 root cause analysis

566.2 C.6 100 root cause analysis

566.3 C.7 20 root cause analysis

566.3 C.8 46 root cause analysis

566.3 C.9 66 root cause analysis

566.3 C.10 86 root cause analysis

566.3 C.11 107 root cause analysis

566.4 C.12 24 root cause analysis

566.4 C.13 50 root cause analysis

566.4 C.14 78 root cause analysis

566.4 C.15 103 root cause analysis

566.5 C.16 23 root cause analysis

566.5 C.17 44 root cause analysis

566.5 C.18 69 root cause analysis

566.5 C.19 89 root cause analysis

566.5 C.20 109 root cause analysis

566.1 Intro 16 root cause correction

566.3 C.8 47 root-kit

566.3 L.11 4-3 router (configuration)

566.2 C.6 83 router (logging)

566.3 C.8 32 RSA

566.4 C.13 44 RSA

566.5 C.16 15 RSA

566.5 C.19 85 RSA

566.4 C.13 34 Rubber Ducky

566.3 C.9 68 rules (firewall)

S
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566.1 Intro 11 Sager, Tony

566.4 C.14 70 Sailpoint

566.2 C.3 15 SAINT

566.3 C.9 61 SAINT

566.5 C.20 104 Saint

566.5 C.20 104 Saint Security Suite

566.3 C.9 61 SAINTManager

566.5 C.16 7 salt

566.3 C.7 9 sandboxing

566.5 C.20 109 Sandia National 
Laboratories

566.1 Intro 2 SANS courses

566.1 Intro 2 SANS management track

566.5 C.17 40 SAT

566.1 Intro 30 SBU network

566.5 C.20 98 SCADA / ICS

566.1 C.1 68 scanning (active)

566.2 C.6 105 scanning (active)

566.4 C.15 88 scanning (active)

566.1 C.1 68 scanning (passive)

566.4 C.15 88 scanning (radio)

566.1 C.1 84 scanning (vulnerability)

566.2 C.3 7 scanning (vulnerability)

566.1 Intro 28 SCAP

566.1 C.1 77 SCAP

566.2 C.3 7 SCAP

566.5 C.20 98 SCAP

566.4 C.13 45 Scapy

566.2 C.4 41 SCC Access Auditor

566.1 Intro 34 SCCM

566.2 C.6 104 scenarios (testing)

566.3 C.9 65 Schneier, B.

566.4 C.12 26 screened subnet

566.5 C.16 9 screensaver

566.1 C.2 96 scripts (whitelisting)

566.3 C.7 7 scripts (whitelisting)

566.5 C.18 69 SDLC

566.5 C.18 70 SDLC

566.4 C.13 50 SEC department

566.1 C.2 103 Secunia

566.5 C.18 49 secure coding

566.3 C.11 99 Secure Passage

566.3 C.11 110 SecurID

566.5 C.16 15 SecurID

566.1 Intro 26 security assurance

566.5 C.17 40 Security Awareness 
Toolkit

566.2 C.5 69 Security Blanket

566.2 C.3 15 Security Center

566.3 C.9 61 Security Center

566.2 C.5 76 Security Configuration 
(MMC)

566.1 Intro 28 security content 
automation protocol

566.4 C.12 16 Security Onion

566.3 C.11 99 Security Policy 
Orchestration Solution

566.1 Intro 26 security program

566.1 Intro 23 security program

566.2 C.5 76 security template

566.4 C.12 26 segmentation (network)

566.4 C.14 63 segmentation (network)

566.1 C.2 96 segregation (application)

566.4 C.14 60 segregation (information)

566.2 C.4 52 segregation (of duties)

566.2 C.6 87 SEIM

566.2 C.6 103 SEIM

566.2 C.4 33 sekurlsa.dll

566.2 L.4 3-7 sekurlsa.dll

566.3 C.7 9 Sender Policy Framework

566.2 C.6 94 SenSage

566.5 C.17 35 sensitive information

566.1 Intro 41 sensors

566.1 C.1 71 sensors
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566.1 C.2 97 sensors

566.2 C.3 11 sensors

566.2 C.4 38 sensors

566.2 C.5 63 sensors

566.2 C.6 90 sensors

566.3 C.7 10 sensors

566.3 C.8 36 sensors

566.3 C.9 57 sensors

566.3 C.10 78 sensors

566.3 C.11 95 sensors

566.4 C.12 11 sensors

566.4 C.13 39 sensors

566.4 C.14 66 sensors

566.4 C.15 91 sensors

566.5 C.16 11 sensors

566.5 C.17 36 sensors

566.5 C.18 55 sensors

566.5 C.19 81 sensors

566.5 C.20 99 sensors

566.5 fin 118 sensors

566.2 C.6 105 service (rogue)

566.3 C.9 52 services

566.3 C.9 55 services

566.3 C.9 52 services (rogue)

566.3 C.9 55 services (rogue)

566.4 C.12 8 session (logging)

566.4 C.12 8 session tracking

566.3 C.7 5 SET

566.3 L.9 3-5 Set-ExecutionPolicy

566.2 L.3 2-12 Set-Service

566.4 C.14 71 ShareEnum

566.3 C.8 35 shell history

566.3 C.8 45 shell history

566.2 C.6 87 SIEM

566.4 C.12 7 SIEM

566.2 C.6 89 SIEM (tuning)

566.2 C.6 94 SIEM Correlation Server

566.2 C.6 91 signatures (logging)

566.3 C.8 48 signatures (malware)

566.3 C.10 82 Simpana

566.1 Intro 9 Sinai Health Systems

566.3 L.7 2-10 site cloner

566.3 C.7 8 sites (blocked)

566.1 Intro 55 six sigma

566.1 Intro 56 six sigma

566.5 C.17 31 skills assessment

566.2 C.3 15 Skybox Secure Solution

566.3 C.9 61 Skybox Secure Solution

566.3 C.11 99 Skybox Security

566.5 fin 120 SmartSuite

566.1 Intro 55 Smith, Bill (Motorola)

566.3 C.11 91 Smith, R.

566.5 C.18 51 Snapchat

566.1 C.1 73 sniffing

566.4 C.12 16 Snort

566.2 C.4 51 social engineering

566.3 C.7 5 social engineering

566.3 C.8 32 social engineering

566.5 C.16 5 social engineering

566.5 C.17 35 social engineering

566.3 C.7 5 Social Engineering Toolkit

566.4 C.13 54 social media

566.2 C.5 74 software (escrow)

566.1 C.2 91 software (inventory)

566.1 C.2 94 software (inventory)

566.2 C.5 64 software (inventory)

566.2 C.6 103 software (inventory)

566.1 C.2 113 software (upgrading)

566.2 C.3 8 software (upgrading)

566.1 C.1 77 Solarwinds

566.3 C.11 99 Solarwinds

566.4 C.13 54 Solarwinds

�  of �24 29



566.4 C.14 70 Solarwinds

566.5 C.19 77 Sony PSN

566.3 C.8 40 Sophos

566.1 C.2 113 source code

566.1 C.2 113 source control system

566.4 C.12 16 SourceFire

566.3 C.7 4 spear phishing

566.5 C.16 6 spear phishing

566.5 C.17 35 spear phishing

566.2 C.4 50 spear-phishing

566.3 C.7 9 SPF

566.1 C.1 78 Spiceworks

566.1 C.2 104 Spiceworks

566.2 C.6 93 Splunk

566.2 C.6 94 Splunk

566.3 C.8 43 Spycar

566.5 C.18 49 SQL injection

566.3 C.9 53 sqlmap

566.3 C.7 15 Squid

566.2 C.5 76 SRR Lite CD

566.1 C.1 86 standards mapping

566.1 C.2 114 standards mapping

566.2 C.3 25 standards mapping

566.2 C.4 54 standards mapping

566.2 C.5 78 standards mapping

566.2 C.6 107 standards mapping

566.3 C.7 25 standards mapping

566.3 C.8 49 standards mapping

566.3 C.9 69 standards mapping

566.3 C.10 87 standards mapping

566.3 C.11 114 standards mapping

566.4 C.12 28 standards mapping

566.4 C.13 56 standards mapping

566.4 C.14 80 standards mapping

566.4 C.15 106 standards mapping

566.5 C.16 26 standards mapping

566.5 C.17 45 standards mapping

566.5 C.18 72 standards mapping

566.5 C.19 90 standards mapping

566.5 C.20 110 standards mapping

566.2 C.6 106 Star Syslog Sender

566.5 C.16 6 State of South Carolina

566.5 C.17 40 Stay Safe Online

566.2 C.4 45 stealing (data)

566.4 C.12 16 StealthWatch

566.5 fin 115 steering committee

566.2 C.5 76 STIG

566.3 C.9 64 STIG

566.2 C.6 88 storage (logging)

566.2 C.6 102 storage (logging)

566.4 C.12 25 storage (logging)

566.5 C.20 104 Strategic Cyber

566.4 C.13 55 strategy (data protection)

566.5 fin 121 strategy (data protection)

566.5 C.16 5 Subterfuge MitM

566.2 C.4 43 Sudo

566.1 C.2 94 support (software)

566.3 C.7 7 support (software)

566.1 C.2 94 support (vendor)

566.3 C.7 7 support (vendor)

566.4 C.13 54 survey (third party)

566.2 C.3 15 Symantec

566.3 C.8 40 Symantec

566.3 C.10 82 Symantec

566.4 C.13 44 Symantec

566.3 C.8 40 Symantec Endpoint 
Protection

566.3 C.11 112 SYN-flood

566.2 C.6 95 Syslog-NG

566.3 C.11 109 Syslog-NG

566.1 C.1 77 System Center

566.1 C.2 103 System Center

�  of �25 29



566.2 C.4 42 System Center

566.3 C.8 40 System Center

566.4 C.14 70 System Center

566.5 C.16 15 System Center

566.1 Intro 34 System Center 
Configuration Manager

566.2 C.5 75 systems (grouping)

T
566.1 Intro 9 T-Mobile

566.4 C.13 44 Tablus DLP

566.3 C.11 110 TACACS

566.3 C.8 40 Tanium

566.1 Intro 17 taxonomy

566.4 C.13 45 TCPDump

566.5 fin 120 TeamMate

566.1 Intro 15 technical controls

566.2 C.5 76 template (security)

566.2 C.3 15 Tenable

566.2 C.6 94 Tenable

566.3 C.9 61 Tenable

566.1 Intro 34 Tenable Security Center

566.1 Intro 6 tenets of CIS

566.1 Intro 18 tenets of CIS

566.5 C.16 4 termination (employees)

566.5 C.16 8 termination (employees)

566.1 L.1 4-1 Test-Connection 
(Powershell)

566.1 L.1 4-1 Test-NetConnection 
(Powershell)

566.3 C.8 43 testing (anti-virus)

566.3 C.8 47 testing (anti-virus)

566.5 C.20 98 testing (environment)

566.5 C.20 109 testing (environment)

566.2 C.6 104 testing (rogue device)

566.2 C.6 105 testing (rogue service)

566.3 C.9 64 testing (rogue service)

566.2 C.6 104 testing (scenarios)

566.1 C.1 80 testing controls

566.1 C.2 106 testing controls

566.2 C.3 18 testing controls

566.2 C.4 45 testing controls

566.2 C.5 71 testing controls

566.2 C.6 97 testing controls

566.2 C.6 104 testing controls

566.3 C.7 17 testing controls

566.3 C.8 43 testing controls

566.3 C.9 64 testing controls

566.3 C.10 84 testing controls

566.3 C.11 102 testing controls

566.4 C.12 19 testing controls

566.4 C.13 47 testing controls

566.4 C.14 73 testing controls

566.4 C.15 98 testing controls

566.5 C.16 18 testing controls

566.5 C.17 41 testing controls

566.5 C.18 64 testing controls

566.5 C.19 86 testing controls

566.5 C.20 106 testing controls

566.4 C.13 54 third-party (data 
processing)

566.4 C.13 54 third-party (information 
requests)

566.5 C.19 79 third-party (information 
requests)

566.2 C.3 9 threat intelligence

566.3 C.8 37 threat intelligence

566.4 C.12 8 threat intelligence

566.1 Intro 17 threat inventory

566.2 C.5 74 threats (internal)

566.2 C.6 87 time (sources)

566.3 C.11 98 Titania

566.3 C.11 99 Titania

566.4 C.13 44 Titus DLP
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566.4 C.15 87 TJX (breach)

566.4 C.15 98 TJX (breach)

566.5 C.18 64 TJX (breach)

566.5 C.16 7 TLS

566.1 Intro 11 Tony Sager

566.3 C.8 43 Towtruck

566.5 C.19 78 tracking (incident)

566.3 C.11 110 traffic (logging)

566.4 C.12 7 traffic (logging)

566.4 C.12 24 traffic (recording policies)

566.4 C.13 50 traffic (recording policies)

566.4 C.12 7 traffic (recording)

566.4 C.12 9 traffic (web)

566.3 C.11 96 traffic baseline

566.3 C.11 108 traffic baseline

566.5 C.17 31 training

566.2 C.6 93 trend analysis

566.3 C.8 40 TrendMicro

566.3 C.9 61 Tripwire

566.1 C.2 103 Tripwire Enterprise

566.1 C.2 113 Tripwire Enterprise

566.2 C.3 15 Tripwire Enterprise

566.2 C.4 42 Tripwire Enterprise

566.2 C.5 68 Tripwire Enterprise

566.3 C.11 99 Tripwire Enterprise

566.4 C.14 70 Tripwire Enterprise

566.3 C.7 13 Triton

566.3 C.8 40 Triumfant

566.3 C.10 82 True Image

566.5 C.16 15 Trusted Access

566.4 C.12 16 TShark

566.4 C.12 18 TShark

566.4 C.13 45 TShark

566.3 C.11 99 Tufin

U
566.5 C.16 10 UBA

566.1 Intro 9 Uber

566.3 C.7 6 Ubiquity

566.1 Intro 37 UML

566.1 Intro 38 UML diagrams

566.2 C.6 101 unauthorized access (file, 
object)

566.3 C.7 7 unauthorized software

566.1 Intro 37 Unified Modeling 
Language

566.3 C.8 47 updates (vendor)

566.3 C.11 94 updates (vendor)

566.1 C.2 113 upgrading and patching

566.2 C.3 8 upgrading and patching

566.2 C.3 9 upgrading and patching

566.3 C.7 8 URL (categorization)

566.3 C.7 8 URL (filtering)

566.3 C.7 13 URL (logging)

566.5 C.16 18 US Secret Service

566.2 L.4 3-3 UseLogonCredential

566.5 C.16 9 user access (monitoring)

566.5 C.16 10 user behavior

566.5 C.18 49 user input

V
566.4 C.13 44 Varonis

566.3 C.10 82 Veeam

566.5 C.18 49 vendor (attack)

566.2 C.5 74 vendor (management)

566.2 C.5 74 vendor (review)

566.5 C.18 49 vendor (review)

566.1 C.2 94 vendor (support)

566.3 C.7 7 vendor (support)

566.3 C.8 47 vendor (support)
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566.3 C.8 47 vendor (updates)

566.3 C.11 94 vendor (updates)

566.4 C.14 71 Veracrypt

566.4 L.14 3-1 Veracrypt

566.1 Intro 7 Verizon

566.3 C.8 46 Verizon

566.1 C.2 103 ViewFinity

566.3 C.10 75 virginia.gov

566.1 C.1 83 virtual servers

566.1 C.1 83 virtualization

566.1 C.1 76 Visio

566.4 C.14 63 VLAN

566.4 C.14 63 VLAN

566.1 L.0 2-3 VMWare

566.4 C.13 44 Vontu DLP

566.4 C.12 10 VPN

566.3 C.8 40 vSentry

566.3 C.9 54 vTech

566.1 Intro 29 vulnerability (enumeration)

566.1 Intro 28 vulnerability (identify)

566.2 C.3 9 vulnerability (intelligence)

566.1 Intro 29 vulnerability (languages)

566.1 Intro 29 vulnerability (measures)

566.1 C.1 84 vulnerability (scanning)

566.2 C.3 7 vulnerability (scanning)

566.4 C.12 14 vulnerability (scanning)

566.4 C.15 88 vulnerability (scanning)

566.5 C.20 98 vulnerability (scanning)

566.2 C.5 73 vulnerability management

566.2 C.5 75 vulnerability management

566.2 C.5 77 vulnerability management

W
566.5 C.18 61 W3AF

566.3 C.9 56 WAF

566.5 C.18 52 WAF

566.5 C.18 69 WAF

566.4 C.14 62 Wall Street Journal

566.4 C.15 88 WAP

566.3 C.7 4 watering hole attack

566.2 L.4 3-3 WDigest

566.3 C.7 4 web application attack

566.5 C.18 52 web application attack

566.4 C.12 9 web traffic

566.5 C.18 59 WebInspect

566.5 C.18 60 WebScarab

566.3 C.7 13 WebSense

566.3 C.7 14 WebSense Triton

566.1 Intro 55 Welch, Jack (GE)

566.1 C.2 96 whitelisting (application)

566.1 C.2 96 whitelisting (libraries)

566.1 C.2 96 whitelisting (scripts)

566.4 C.13 36 whole disk encryption

566.4 C.13 38 whole disk encryption

566.4 C.15 88 WIDS

566.4 C.15 98 WIDS

566.4 C.15 86 wifi

566.4 C.15 89 wifi

566.4 C.15 95 Wifi Analyzer

566.4 C.13 35 Wikileaks
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566.5 C.18 60 Wikto

566.2 L.3 2-11 Win32_product

566.1 L.2 5-12 Windows service 
(application identity)

566.2 L.3 2-10 Windows Update (service)

566.4 C.15 94 WinPCap

566.4 C.15 90 wireless

566.4 C.15 95 Wireless IPS

566.4 C.15 104 Wireless LAN Solution 
Engine

566.4 C.12 16 Wireshark

566.4 C.13 45 Wireshark

566.4 C.13 54 Wireshark

566.4 L.12 2-1 Wireshark

566.4 C.15 104 WLSE

566.1 C.2 104 WMIC

566.1 C.2 105 WMIC

566.2 C.4 43 WMIC

566.2 C.4 44 WMIC

566.2 C.5 69 WMIC

566.5 C.16 16 WMIC

566.5 L.16 2-1 WMIC

566.3 C.11 107 work instructions

566.2 C.4 50 workarounds

566.3 C.11 94 workstations

566.4 C.14 63 workstations

566.5 C.16 9 workstations (locking)

566.2 L.3 2-10 wuauserv

X
566.1 Intro 29 XCCDF (vulnerabilities)

566.2 C.5 69 xDSCResourceDesigner

566.5 C.18 49 XSS

Y
566.5 C.16 15 Yubikey

Z
566.1 C.1 76 ZeNmap

566.2 C.6 104 ZeNmap

566.4 C.15 95 Zone Defense

566.2 C.6 101 zone transfer (DNS)
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